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Debugging is a hypothesis verification 
process[1,2], commonly applied to reverse 
engineering, exploitation, and other fields.

Performance can be crucial during debugging, 
especially when tracing repeated operations. 

libpython3

def provola(a, b)::
      return a + b

provola(2, 5)

6 BINARY_OP 0 (+)

6 BINARY_OP 10 (-)

d = debugger(“binary”)
d.run()

d.bp(0x1fa0, file=”libpython3”)

d.cont()
[…]

libdebug  provides  the  building  blocks  for  your 
custom debugging workflows.

d = debugger(“binary”)
d.run()

d.breakpoint(“__stack_chk_fail”)
d.catch_signal(“SIGSEGV”)

d.cont()
[…]
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Debugging requires programmability, performance, 
flexibility,  and  reproducibility,  but  current  user  space 
solutions do not provide those[3].

(a) breakpoints     (b) syscalls

libdebug is more than 3 times faster than GDB [6], 
with a shorter script length.
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libdebug abstracts all arch-specific differences[4,5]. 
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